


HOW
DISINFORMATION
HAS CHANGED
OVER THE LAST

S YEARS

The range of topics on which Russia spreads fakes is quite broad.
Disinformation about biological, chemical, nuclear, and
radiological threats holds a significant place. Since the beginning
of the full-scale invasion, American biolaboratories in Ukraine
became a top subject not only in Russian propaganda media but
also promoted by state officials, including Russian President
Vladimir Putin. The sharp increase in propagandists' attention to
"biolaboratories” is not coincidental. This theme became one of the
justifications for the full-scale aggression against Ukraine. The
propagandists claimed that the so-called "American
biolaboratories” posed a threat to Russia, allegedly with Kyiv
developing "dangerous pathogens” capable of harming Russians.
Thus, in the propagandists' imagination, the Kremlin appears as a
‘savior” starting a war to protect its own people.

In 2022, Russians more frequently "found" biolaboratories in
temporarily occupied territories, and now, disinformers report the
exact locations of these laboratories in areas controlled by the
Ukrainian government.



https://www.interfax.ru/russia/930815
https://tass.ru/politika/14636173
https://voxukraine.org/fejk-biolaboratoriyi-ssha-v-ukrayini-tse-voyenni-ob-yekty-nato/
https://voxukraine.org/en/false-in-ukraine-dna-samples-of-the-soldiers-of-the-armed-forces-of-ukraine-are-collected-for-the-creation-of-biological-weapon
https://voxukraine.org/fejk-ukrayinskyh-vijskovyh-nakachuvaly-narkotykamy-z-biolaboratorij-odnu-z-takyh-laboratorij-znajshly-v-rubizhnomu/
https://voxukraine.org/nepravda-u-biolaboratoriyi-na-ivano-frankivshhyni-testuyut-psyhotropni-preparaty
https://voxukraine.org/nepravda-v-odesi-vlada-znyshhuye-slidy-vijskovo-biologichnyh-laboratorij-ssha

The narrative about the existence of "secret laboratories” is very
beneficial for Russia, as it can "explain” outlbreaks of various
diseases even within its own country. In 2023, Vladimir Putin
accused labor migrants, particularly from Ukraine, of increasing
measles incidence in Russia. This same tactic is used today, for
example, accusing Ukraine of botulism and African swine fever
outbreaks in Russia.

According to the Russians, over the past three years,
biolaboratories have even "'moved"” from Ukraine to Poland, the
Baltic countries, and even Africa. However, claims about the
existence of Ukrainian "biolaboratories” continued to appear, so
likely, by the logic of propagandists, they "returned”. Moreover, in
2023, the US "started building" new biolaboratories in Ukraine.

In 2024, the number of fakes about laboratories slightly decreased,
but this topic continues to circulate in the information space. The
core narrative remains unchanged, with only the fakes and
methods of their creation varying — from simple distortion of
cause-and-effect relationships, data manipulation, document
forgery, and fabricated news to quoting pseudo-experts and low-
quality foreign media.

Disinformation related to chemical threats was most actively
spread by Russia at the beginning of the full-scale invasion. Initially,
this narrative was used to discredit the Defense Forces, claiming
that the Ukrainian side was allegedly preparing provocations.
Later, Russians began to justify their own crimes in this way, shifting
responsibility for using chemical weapons onto Ukraine.

At the beginning of 2023, there were "leaks" about alleged
"American contractors” helping prepare provocations with this type
of weapon. In 2024, Russians returned to this tactic. For example,
reports significantly increased, claiming that the Armed Forces of
Ukraine were preparing provocations using chemical weapons on
the front and trying to destroy "chemically hazardous facilities” in
the so-called "DPR/LPR". Within a few months,the Russian military
"found" a chemical laboratory in Ukraine where weapons were

allegedly being manufactured. The method of creating such fakes
also hardly changed — unconfirmed insights or rumors, screenshot
forgery, document manipulation, and manipulation with words of
Western officials — standard methods of Russian propaganda.

The number of fakes related to nuclear and radiological safety
significantly increased at the end of 2021 and early 2022. Russians
used the thesis about Kyiv's plans to create nuclear weapons as @
justification for starting the full-scale invasion. Later, disinformation
appeared, alleging that the Ukrainian authorities were making

a "dirty bomb".

In 2023, the head of the Russian Foreign Intelligence Service,
Sergey Naryshkin, repeated the thesis about the continued
creation of a "dirty bomb". He called on the |IAEA to "pay attention”
to Ukraine's actions. With this "leak”, the Russian leadership aimed
to show the global community how "dangerous” Ukraine is and
divert attention from placing military equipment at the
Zaporizhzhia NPP. This year, Russians tried to present this
fabrication as "insider" information from Andrii Derkach, a politician
suspected of treason in Ukraine. According to propagandists, in
2024, Kyiv is still working on creating a "dirty bomb" and even
"purchasing” uranium for these purposes.

After the Russians seized the Zaporizhzhia NPP, the narrative about
the "danger Ukraine poses to the world" somewhat transformed.
Propagandists accused Kyiv of shelling the station and nuclear
blackmail while calling themselves "guarantors of the NPP's nuclear
safety”. The goal of these statements was again to justify
aggression and the occupation of another country's nuclear facility.
Since then, Russians constantly repeated this narrative on their
broadcasts and international platforms.

In 2023, Russian propagandists were concerned about the transfer
of depleted uranium shells to Ukraine by international partners,
claiming these munitions would lead to a nuclear catastrophe.
Additionally, as the arrival of F-16 aircraft in Ukraine approached,



https://voxukraine.org/fejk-ukrayina-gotuye-provokatsiyu-z-vybuhom-brudnoyi-bomby-na-svoyij-terytoriyi-foto
https://www.pravda.com.ua/news/2023/06/19/7407526/
https://voxukraine.org/nepravda-na-zaes-nemaye-vijskovoyi-tehniky-a-zahid-ta-ukrayina-zdijsnyuyut-yadernyj-shantazh-proty-rosiyi/
https://t.me/voxcheck/5220
https://ssu.gov.ua/novyny/za-materialamy-sbu-ta-dbr-pidozru-u-derzhavnii-zradi-otrymav-chynnyi-narodnyi-deputat-ukrainy-video
https://voxukraine.org/nepravda-ukrayina-tayemno-zakupovuye-uran-dlya-vygotovlennya-yadernoyi-zbroyi-sene-news
https://voxukraine.org/nepravda-na-zaes-nemaye-vijskovoyi-tehniky-a-zahid-ta-ukrayina-zdijsnyuyut-yadernyj-shantazh-proty-rosiyi/
https://iz.ru/1722973/2024-07-05/postpred-rf-ulianov-nazval-ataku-ukrainy-na-zaes-prednamerennym-napadeniem
https://youtu.be/5bgZCQ5Hgps?t=2562
https://voxukraine.org/fejk-snaryady-zi-zbidnenym-uranom-pryzvedut-do-yadernoyi-katastrofy
https://voxukraine.org/nepravda-riven-zahvoryuvan-na-kir-v-rosiyi-zbilshyvsya-cherez-inozemnyh-trudovyh-migrantiv-zokrema-z-ukrayiny
https://t.me/bio_genie/5319
https://voxukraine.org/fejk-ssha-perenosyt-biolaboratoriyi-z-ukrayiny-do-polshhi-ta-krayin-baltiyi/
https://t.me/bio_genie/3968
https://voxukraine.org/fejk-ssha-buduyut-novi-laboratoriyi-v-ukrayini-dlya-rozrobky-biozbroyi-zokrema-na-osnovi-genomu-lyudyny
https://voxukraine.org/nepravda-poyava-virusiv-holery-v-odeskij-i-mykolayivskij-oblastyah-povyazana-z-diyalnistyu-biolaboratorij-v-ukrayini
https://voxukraine.org/fejk-viktoriya-nuland-vyznala-shho-ssha-mayut-biolaboratoriyi-v-ukrayini
https://voxukraine.org/fotofejk-dokument-minoborony-ukrayiny-pro-znyshhennya-danyh-ukrayintsiv-yaki-spivpratsyuvaly-z-vijskovymy-laboratoriyamy-ssha/
https://voxukraine.org/fejk-ssha-perenosyt-biolaboratoriyi-z-ukrayiny-do-polshhi-ta-krayin-baltiyi
https://voxukraine.org/fejk-v-ukrayini-zbyrayut-zrazky-dnk-bijtsiv-zsu-dlya-stvorennya-biologichnoyi-zbroyi
https://voxukraine.org/fejk-amerykanskyj-telekanal-pidtverdyv-isnuvannya-biolaboratorij-v-ukrayini
https://voxukraine.org/fejk-amerykanskyj-telekanal-pidtverdyv-isnuvannya-biolaboratorij-v-ukrayini
https://voxukraine.org/fejk-sbu-pidirvaly-tsysternu-z-amiachnoyu-selitroyu-u-harkivskij-oblasti-dlya-insynuatsiyi-rosijskoyi-himichnoyi-ataky/
https://voxukraine.org/nepravda-ukrayinski-vijskovi-gotuyut-himichnu-provokatsiyu-v-sumah/
https://voxukraine.org/fejk-amerykanski-kontraktnyky-dopomagayut-ukrayini-gotuvaty-himichni-provokatsiyi/
https://t.me/mriya24/38087
https://aif.ru/politics/world/fifa_s_fosgenom_zelenskiy_hochet_bit_po_rossii_himoruzhiem_pervoy_mirovoy
https://t.me/SolovievLive/260675
https://t.me/mod_russia/40292

the numlber of fakes about them also increased. For instance,
Russian media reported that these planes could carry nuclear
charges.

Propagandists spread fakes about radiological threats
situationally. This was especially active after Russian shelling of
Ternopil and Khmelnytskyi on May 13-14, 2023. Propagandists
claimed that ammunition depots with depleted uranium exploded
In these cities, significantly increasing radiation levels. Due to the
proximity of Ternopil and Khmelnytskyi to the European border,
disinformers claimed a "threat” not only to the rest of Ukrainian
cities but also to Poland. To give more legitimacy to the
information, they distorted messages from the Ukrainian
authorities, manipulated information from international media, and
created outright fabrications.

In the same year, Russian Foreign Ministry spokesperson Maria
/akharova claimed there was a likelihood of "dangerous,
radioactive waste" leakage from the Prydniprovskyi Chemical Plant
In Kaomianske. However, she provided no evidence.

This year, they continue to resort to similar methods. However, now
the topics are more general, such as Ukraine insufficiently
controlling dangerous radioactive materials. Additionally, Russians
are returning to fakes about experiments that the Ukrainian Armed
Forces allegedly conducted on civilians. Besides the usual
accusations of testing biological weapons and drugs on people,
propagandists also pointed to supposed radiation effects on "test
subjects’.

For instance, Russian mediq, citing a Ukrainian prisoner of war,
reported that soldiers of the Ukrainian Armed Forces, who were
building strongpoints on the outskirts of Chornobyl, felt unwell due
to radiation. The fake claimed that the military was denied anti-
radiation drugs.

Thus, narratives on biological, chemical, nuclear, and radiological
risks have not changed significantly. Instead, Russians continuously

try to invent new fakes for relevant informational occasions.
Propagandists also refine and expand their tools for creating fakes.
False messages without any justification still appear, but the
Russian tactic has become somewhat more cautious. They not only
spread outright fabrications but also manipulated the words of
international officials, authoritative mediq, or institutions, and
skillfully forged photos, sometimes even creating staged videos.

However, regardless of the methods and fakes, the goal remains
the same — to discredit Ukraine on the international stage, portray
It as a country posing a threat, and justify Russian aggression.
Thanks to Russia's permanent representative to the UN, Vasily
Nebenzyq, this goal becomes achievable. With the diplomat's
input, disinformation about biolaboratories and chemical weapons
use spreads far beyond Russian or Ukrainian information spaces.

Despite the closure of the largest Russian resources in several
European countries, fakes still continue to circulate in foreign
media. This became possible thanks to a network of pro-Russian
speakers and media in the West. Furthermore, propagandists
increasingly spread fake reports on behalf of authoritative global
media or create fake copies of these media’s websites.


https://youtu.be/Kzs945D3KEg?t=70
https://iz.ru/1467262/2023-02-08/nebenzia-rasskazal-v-oon-o-primenenii-kievom-khimoruzhiia
https://voxukraine.org/bezpidstavno-ukrayini-peredadut-modyfikatsiyi-f-16-yaki-mozhut-nesty-yadernu-zbroyu
https://voxukraine.org/nepravda-radiatsijna-zagroza-cherez-vybuhy-v-ternopoli-j-hmelnytskomu
https://voxukraine.org/nepravda-u-polshhi-pidvyshhyvsya-riven-radiatsiyi-pislya-vybuhiv-v-ukrayini
https://voxukraine.org/nepravda-radiatsijna-zagroza-cherez-vybuhy-v-ternopoli-j-hmelnytskomu
https://voxukraine.org/nepravda-radiatsijna-zagroza-cherez-vybuhy-v-ternopoli-j-hmelnytskomu
https://voxukraine.org/fejk-na-hmelnychchyni-pidvyshhyvsya-radiatsijnyj-fon-pislya-pidryvu-skladiv-zi-zbidnenym-uranom
https://baltnews.com/v-mire/20231110/1026148268/Radiatsionnaya-ugroza-Pochemu-na-Ukraine-mozhet-proizoyti-ekologicheskaya-katastrofa.html
https://voxukraine.org/manipulyatsiya-analitychnyj-tsentr-hjs-vyznaye-fakt-nenalezhnogo-kontrolyu-za-nebezpechnymy-radioaktyvnymy-materialamy-v-ukrayini
https://t.me/OstashkoNews/136668
https://tass.ru/armiya-i-opk/20943575

CURRENT
DISINFORMATION
ON THIS TOPIC

(JUNE-JULY 2024)

Russia actively continues to spread disinformation related to
biological, nuclear, radiological, and chemical threats.

For example, within the narrative about Western biolabs operating
on Ukrainian territory and developing viruses, Russian propaganda
claims that these labs are why Ukraine leads in COVID-19, Ebola,
and Dengue fever cases.

Russian propagandists assert that diseases like African swine fever
thrive in Ukraine due to the presence of these biolabs. They claim
these labs do not comply with Ukrainian authority and have not
published any reports since 2005. Additionally, Ukraine is
supposedly one of the leading European countries in infectious and
viral disease cases. They further allege that the Ukrainian
government "sold the Ukrainian genome for inhumane
experiments”.



https://voxukraine.org/nepravda-cherez-biolaboratoriyi-ukrayina-lidyruye-za-zahvoryuvanistyu-na-covid-19-lyhomanky-ebola-ta-denge
https://t.me/bio_genie/5160

Moreover, Russian Deputy Speaker of the State Duma, Irina
Yarovayaq, claimed that bird flu was being developed in Ukraine.
Russian propaganda repeats the claim that Hunter Biden, son of
Joe Biden, oversees the biolabs in Ukraine and that the U.S. is
conducting a military-biological "colonization” of Ukraine.

Russia also spreads disinformation that can be grouped under the
narrative of chemical weapons production and use. For example,
Russian claims state that near Avdiivka, Russian military forces
discovered a "laboratory for chemical weapons production”
containing American gas masks, Polish protective suits, and
chemicals banned by international norms. Furthermore, they claim
that Ukraine, along with Germany and the U.S., is preparing
fabricated evidence of Russia using chemical weapons and that
Ukraine has allegedly used non-lethal toxic substances 400 times
since February 2022. These Russian narratives emerged after the
Ukrainian Armed Forces' Support Command reported 715
documented cases of Russian use of dangerous chemical
compounds in May 2024, a 271-case increase from April. In total,
2,698 instances of dangerous chemical use by Russians have been
documented from February 15, 2023, to May 24, 2024.

A notable briefing by the head of the Russian Armed Forces'
Radiation, Chemical, and Biological Defense Troops, Lieutenant
General Igor Kirillov, addressed the so-called U.S. and Ukrainian
military-biological activities. The briefing reiterated claims about
"U.S. military-biological activities in Africa” and Ukraine's
development of chemical weapons.

Allegations of Ukraine producing chemical weapons have become
a relatively new element in Russian rhetoric, as until June 2024,
Russia primarily mentioned the use of chemical weapons rather
than their production in Ukraine. Now, besides "biolabs”, Russians
are talking about "chemical labs".

Regarding the narrative that Ukraine creates nuclear risks, Russia
repeatedly claims that Ukraine will become a dumping ground for
nuclear fuel waste from European countries. This process is
allegedly led by the head of the Presidential Office, Andrii Yermalk,
and funded by the Soros Foundation. They also claim that Ukraine
will use this waste to create a "dirty bomb".

In recent months, Russian Federation narratives about chemical,
radiological, nuclear, and biological threats have not undergone
significant changes. Russian propaganda continues to spread false
information about the creation of biological threats with U.S.
support, nuclear and radiological dangers from Ukraine, and the
use of chemical weapons. However, the specific falsehoods adapt
to current events or statements that Russia can use to disseminate
disinformation.


https://t.me/tass_agency/259392
https://t.me/Politnavigator/146463
https://t.me/tass_agency/253588
https://t.me/digitalarmyrus/11070
https://t.me/karaulny/559363
https://t.me/mod_russia/40860
https://t.me/boris_rozhin/129433
https://t.me/Onishchenko001/63581
https://www.facebook.com/KSP.ZSU/posts/pfbid0nkkNZ1empQLAAYjEjrQ2ZaiUXfzuLWRGHcn5pKD7h2o4Lub8zraW66gjntwDAGm5l
https://t.me/mod_russia/40292

STRUCTURE:

NARRATIVES AND THE FAKES THEY CONSIST OF

By spreading fakes about chemical, biological, nuclear, or
radiological risks in Ukraine, Russian propaganda unites them
around several narratives.

Narrative: "Dangerous U.S. Biolabs Operate in Ukraine". Ukraine
hosts biological laboratories funded by the U.S. government,
allegedly developing bioweapons to be used against the Russian
army and civilians.

Examples of fakes:

- The U.S. built or funded 46 biological laboratories in Ukraine

- U.S. laboratories in Ukraine worked on the controlled spread of
infectious diseases

- Atypical diseases among Ukrainians are caused by U.S. biolabs

- U.S. biolabs in Ukraine are NATO military facilities

- The U.S. is relocating biolabs from Ukraine to Poland and the
Baltic states

» The U.S. is building new laboratories in Ukraine to develop
bioweapons, including based on the human genome

- lllegal experiments are being conducted on civilians in Ukrainian
biolabs

- Ukraine hastily destroyed dangerous pathogens after the start
of the Russian invasion



Narrative: "Ukraine Uses Chemical Weapons”. Ukraine is illegally
developing and testing chemical weapons, which will be used
against the Russian army and civilian population.

Examples of fakes:

- Ukraine uses chemical weapons against Russian military and
civilians in occupied territories

- Ukraine equips its drones with dispensers for dangerous
chemicals

- Ukrainian military is preparing chemical provocations to blame
Russia for using chemical weapons

+ Chemical weapons are being produced in Ukrainian
laboratories.

Narrative: "Ukraine Creates Nuclear and Radiological Threats".
Ukraine violates safety rules at nuclear power plants and plans
nuclear or radiological provocations. Ukraine is incapable of
protecting its nuclear facilities, so Russia had to intervene to
protect the Zaporizhzhia Nuclear Power Plant (ZNPP).

Examples of fakes:

- Ukraine stores heavy Western weapons at its controlled nuclear

power plants
- Russia is protecting the ZNPP
- Ukraine is staging military provocations around the ZNPP
- Ukraine plans to create a dirty bomb
- Ukraine is preparing provocations using radioactive waste
- Ukraine is planning to restore its nuclear arsenal

Narrative: "Western Policy Increases Chemical, Biological,
Radiological, and Nuclear Threats in Ukraine". According to this
version, Ukraine's Western partners, primarily the U.S. and the UK,
help in the development of weapons of mass destruction. Russian
troops on occupied territories find evidence of biolabs sponsored
by Western countries, where weapon development and testing
were conducted. Furthermore, Western officials allegedly admit
their involvement in dangerous activities in Ukraine.

Examples of fakes:

- Victoria Nuland admitted that the U.S. has biolabs in Ukraine

- The UK and the U.S. are trying to hide their military-biological
activities in Ukraine

- The UK is pushing Ukraine towards nuclear terrorism

- American contractors help Ukraine prepare chemical
provocations

- The Biden family was involved in military biological research in
Ukraine

- The UK endangers Ukrainians by supplying depleted uranium
shells
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COUNTERACTION

WHO AND HOW SHOULD COUNTERACT THE SPREAD OF
DISINFORMATION REGARDING CHEMICAL, BIOLOGICAL,
RADIOLOGICAL, AND NUCLEAR THREATS (CBRN)

Actors

To counteract disinformation about chemical, biological,
radiological, and nuclear threats, all major actors must unite their
efforts: states, international organizations, media companies, and
civil society.

International organizations that can participate in combating
disinformation in the field of CBRN threats include:
- International Atomic Energy Agency (IAEA)
- UN Office for Disarmament Affairs
- Organisation for the Prohibition of Chemical Weapons (OPCW)
- United Nations Interregional Crime and Justice Research
Institute (UNICRI)
« World Nuclear Association, and others.

Overall, each country combats the negativity and biases regarding
nuclear energy. However, in NATO and European Union countries,
such disinformation has become the basis for Russia’s information
attacks. Fakes about "American biolabs" have been spread in all
countries involved in the Biological Threat Reduction Program,
including Georgia, Kazakhstan, Moldova, etc.
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Direct "fight against disinformation” is carried out by fact-checkers,
as they debunk fakes, monitor their emergence, and track
spreading trends. Since 2015, the IFCN network, founded by the
Poynter Institute, has united over 100 fact-checking organizations.
In 2022, the European Fact-Checking Standards Network (EFCSN)
was also created. The association includes nearly 40 organizations
involved in fact-checking. Membership in the IFCN and EFCSN
signifies a strict commitment to principles of transparency,
objectivity, and impartiality.

Media are not so much a separate actor but one of the main tools
of interaction between actors and society. The media connects
governments, fact-checking, and international organizations, as it
is the platform that broadcasts the results of their work. The media
becomes a separate actor when they independently form a fact-
checking team that regularly works on debunking fakes, such as
Accociated Press, Deutche Welle, etc.

Technology companies that own social networks are gradually
increasing their influence in countering disinformation. For example,
the content labeling system in Meta's Third-Party Fact-Checking
Program. Meta involves IFCN-certified fact-checkers to detect,
verify, and evaluate disinformation on Facebook, Instagram,
Threads, and WhatsApp. Labeling does not mean removing posts
or accounts but attaching links to fact-checker explanations on
why the information is false or manipulative. Labeled posts are less
frequently suggested to users, which affects the spread of false
information.

In early 2021, Google launched the Content Safety Engineering
Center in Dublin, a regional hub for Google experts working on
combating the spread of illegal and harmful content.

Additionally, under YouTube's policy on medical disinformation
about COVID-19, the platform bans the publication of materials
contradicting medical information from local health authorities
(LHA) or the World Health Organization (WHO) regarding COVID-19
In cooperation with other international organizations, similar

tracking of potentially harmful content in the context of biological,
chemical, nuclear, and radiological safety can be proposed.

Methods of Combating Fakes

The two main methods of combating disinformation, regardless of
Its origin and content, are debunking and prebunking. Debunking
involves exposing fakes after they spread, while prebunking is a
preventive method aimed at preparing the audience for future
information attacks.

All actors use both methods to some extent. Fact-checkers are
more focused on direct debunking of fakes, while international
organizations and governments are more oriented towards
preventive measures, mostly through educational initiatives.
Technology companies create tools to optimize both methods. To
enhance the effect, actors collaborate with each other:
governments provide comments to fact-checkers, international
organizations send requests to governments for official confirmation
or refutation, fact-checkers label content on social networks, etc.

Main Directions for Counteracting CBRN Disinformation

Information campaigns, courses, lectures, manuals, etc.
Increasing media literacy and public awareness is one of the key
tasks of prebunking. Fact-checkers have begun actively engaging
in educational activities: conducting fact-checking courses,
publishing tutorials on using information search tools, etc.
VoxCheck, for example, regularly conducts internships and training
for journalists and releases explainers on various topics, including
CBRN threats. International organizations conduct lectures,
seminars, and educational courses at their levels.

In 2021, the United Nations Interregional Crime and Justice
Research Institute, in alliance with WHO and in cooperation with
the FBI, began developing strategies to raise awareness about
CBRN disinformation and conducting training for member states. In
2023, the institute released a guide designed for fact-checkers and

NGOs.



https://unicri.it/Publication/Hanbook-to-combat-disinformation
https://www.poynter.org/ifcn/
https://disinfocode.eu/signatory-report/european-fact-checking-standards-network/?chapter=executive-summary
https://twitter.com/eurofactcheck/status/1750122359955087470
https://apnews.com/ap-fact-check
https://www.dw.com/en/fact-check/t-56584214
https://www.facebook.com/formedia/mjp/programs/third-party-fact-checking
https://www.facebook.com/formedia/mjp/programs/third-party-fact-checking
https://safety.google/engineering-center-dublin/
https://safety.google/engineering-center-dublin/
https://support.google.com/youtube/answer/13813322?hl=en-GB&visit_id=638565685838371353-1458369933&rd=1
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There is potential for creating a manual jointly developed by
international and fact-checking organizations to incorporate the
unique practical experience of the latter.

Interactive approach. Using games to present information is
becoming increasingly popular. For example, the game Cranky
Uncle by Skeptical Science. In the game, a cartoon character
embodies climate science denial and explains 14 methods of
denying science, from fake experts to cherry-picking data and
various logical fallacies. Many fact-checkers worldwide develop
online and board games that allow players to learn the main fact-
checking tools in a playful way. Technology companies also use
gamification for educational purposes — Google's Be Internet
Awesome program (developed in cooperation with the Ukrainian
government and NGOs) helps elementary school students learn
digital safety and media literacy, such as how to verify news
sources and avoid online scams.

A similar approach is appropriate for presenting more specific
information, such as CBRN disinformation.

Investment support for scientists and developers. In 2021, Google
allocated 25 million euros to launch the European Media and
Information Fund to support scientists, publishers, and NGOs in
launching and expanding their media literacy programs. In the
context of CBRN, such direct cooperation with scientists is
desirable to increase the audience’s trust in debunkings, providing
accurate and detailed explanations of phenomena subject to
disinformation.

Database of fakes on CBRN threats. Collecting and systematizing
CBRN-related fakes in one resource is an excellent tool for
everyone working on debunking these fakes and in areas subject to
disinformation. An example of such a database is the EUvsDisinfo
project by the EU East StratCom Task Force. They investigate topics
like Russian disinformation in Ukraine, Georgia, Moldova, and other
countries, disinformation about elections, COVID-19 etc.

Establishing specialized state centers. In Ukraine, given the
constant threat of Russian disinformation, the Center for
Countering Disinformation was established in 2021 by the National
Security and Defense Council. The main tasks of the Center are
debunking specific fakes and preparing analytical materials. Since
Russia systematically discredits Ukraine and engages in nuclear
blackmail, the Center's work focuses on combating disinformation
about nuclear energy, biological laboratories, and other issues. The
Center for Strategic Communications and Information Security
under the Ministry of Culture, also established in 2021, engages in
similar activities.

Strengthening sanctions against Russian and pro-Russian media
in the West. \\ith the start of the full-scale invasion, governments
in European countries temporarily blocked several Russian and pro-
Russian media. However, some continue to operate, and some
have escaped sanctions. While new resources are added to the
sanctions list, Sputnik and other Russian propaganda sites are still
active in the EU despite being banned two years ago. Moreover,
Russia regularly creates new propaganda sites targeting an
international audience.



https://cpd.gov.ua/
https://cpd.gov.ua/
https://spravdi.gov.ua/czentru-strategichnyh-komunikaczij-dva-roky-os-nashi-dosyagnennya/
https://www.eurointegration.com.ua/eng/news/2024/05/17/7186194/
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